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Abstract—Wearable devices have revolutionized healthcare by
providing innovative solutions for managing medical conditions
such as urinary incontinence (UI). However, despite their effec-
tiveness, these technologies face significant cybersecurity and data
privacy concerns, particularly the protection of sensitive health
information. In this paper, we examine various Ul detection and
prevention devices, focusing on their compliance with critical
cybersecurity and privacy regulations such as the General Data
Protection Regulation (GDPR), the Health Insurance Portability
and Accountability Act (HIPAA), and industry standards, includ-
ing ISO 13485 and ISO 27001. Our findings reveal that while
some devices display certifications, such as CE marking or FDA
approval, important security and compliance information are
often unclear, inaccessible, or missing. To mitigate risks, manufac-
turers must not only secure wireless communication protocols but
also prioritize transparency regarding their adherence to legal
and industry requirements to safeguard user data. This study
highlights the urgent need for clear guidelines on security and
privacy compliance to ensure an ethical integration of wearable
device technologies into UI healthcare systems, and safeguarding
sensitive patient data such as UI severity, frequency of urinary
leakage, and other key parameters.

Index Terms—urinary incontinence, privacy, assessment, end-
users, market access

I. INTRODUCTION

Urinary Incontinence (UI), characterized by the involun-
tary loss of urine, has attracted significant scientific interest
over the past decade [1]. Studies across various countries
indicate that 5-70% of the population is affected, with a
higher prevalence among women [2]. UI not only causes
personal suffering (social isolation, depression, feelings of
loneliness, reduced quality of life, etc.) but also generates
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major economic expenses for healthcare services [3]. While
conventional approaches, including lifestyle changes, pelvic
floor muscle training, bladder training, and medication, remain
viable options [4], multiple surgical solutions such as Burch
surgery, midurethral sling, and pubovaginal sling [5] are also
available. However, they are often associated with high com-
plications and complex procedures [6].

In recent years, technological advancements have introduced
some smart wearable devices as a promising alternative for Ul
management [7], [8]. These devices offer continuous bladder
state monitoring, improve adherence to training programs,
and enhance self-management support [9]. However, their
integration into healthcare systems presents significant cyber-
security and data privacy challenges. Indeed, these devices
continuously collect and transmit sensitive health data often
via wireless communication protocols to cloud-based or on-
premise storage raising concerns about data breaches, unau-
thorized access, and regulatory compliance [10]. Ensuring
the confidentiality, integrity, and availability of this data is
crucial, since failing to do so could result in severe legal
and ethical consequences, including privacy violation and
potential cyberattacks [10], [11]. To address these risks, wear-
able devices must comply with data protection regulations
and industry standards such as the General Data Protection
Regulation (GDPR), the EU Data Act, and the Health Insur-
ance Portability and Accountability Act (HIPAA) [12]-[14].
These regulatory frameworks establish essential guidelines for
securing wireless communications, implementing encryption
protocols, and enforcing data access controls. Compliance with
these standards not only mitigates security vulnerabilities but
also enhances user trust in wearable healthcare technologies.

To the best of our knowledge, no previous work has yet
comprehensively examined the compliance, cybersecurity, and



data privacy aspects of wearable devices for U, particularly in
terms of compliance with regulatory standards such as GDPR,
HIPAA, ISO 13485 and ISO 27001. Our study addresses
this gap by evaluating the compliance of existing Ul-related
devices with critical regulations and emphasizing the need for
clear cybersecurity guidelines to protect sensitive patient data.
We believe that our findings will help to inform clinical prac-
tices, guide consumer decisions, and highlight areas for future
security improvements in Ul-related wearable technology.

The paper is structured as follows: Section II details the
methodology, which follows a systematic review approach to
retrieve Ul wearable devices. Section III presents an overview
of some Ul wearable devices, showing their characteristics,
security considerations, and regulatory compliance. Section IV
provides a discussion of these findings, highlighting significant
observations, existing security standards, emerging risks, and
potential directions for further research and development.
Finally, Section V summarizes the main insights and impli-
cations of the study.

II. METHODOLOGY

This study investigates commercially available wearable
devices for UI, focusing on their functionalities, targeted
users, ethical considerations, and compliance with privacy and
cybersecurity regulations. Unlike research prototypes [7], [8],
which rarely face real-world deployment, commercial devices
are actively used in healthcare settings and manage sensitive
patient data. Evaluating these products is therefore crucial to
identify regulatory gaps and assess practical risks. This is
addressed through a structured systematic review.

A. Research Question and Search Strategy

Our research is guided by the following questions:

« What are the current encryption and authentication mech-
anisms used in Ul wearable devices and how effective are
they in protecting sensitive health data that is collected,
processed, and eventually transmitted?

« What are the most common cybersecurity vulnerabilities
in wireless communication of Ul wearable devices, and
how can they be mitigated?

« How do firmware update mechanisms and access control
policies impact the overall security and resilience of Ul
wearable devices against cyber threats?

« What are the challenges in ensuring compliance of UI-
related devices with healthcare data privacy regulations
(e.g., HIPAA, GDPR), while maintaining their usability
and accessibility for users?

To answer these questions, we exploited the search strategy
and results from our previous systematic review presented in
[7] which used four databases (PubMed, IEEE Xplore, Web
of Science, Scopus). Additionally, we used Google Scholar
to expand the search scope by adding more specific terms,
including FDA cleared, regulations, etc. To ensure a com-
prehensive market overview, we also examined manufacturer
websites, regulatory agency databases (e.g., FDA, European
Medical Device Regulation), and commercial product listings.

Therefore, the new search strategy, incorporating keywords
and Boolean operators, was set as follows as: (“urinary in-
continence” OR ”bladder monitoring””) AND (’non-invasive”
OR ”wearable device*” OR “smart diaper”’) AND (’detection”
OR prevention”) AND (“commercial” OR “marketed”).

B. Selection Criteria

Only commercially available wearable UI devices were
considered, particularly those integrating sensors, wireless
connectivity, and mobile app support for monitoring and man-
aging incontinence. Selected devices should possess regulatory
certifications such as CE marking, FDA approval, or compli-
ance with ISO standards, to ensure safety and effectiveness.
Additionally, products should provide privacy and security
measures, including data encryption and/or compliance with
GDPR or HIPAA standards. Devices designed solely for
general pelvic health or lacking wearable components (e.g.,
traditional catheter-based solutions) were excluded.

C. Data Extraction

For each selected wearable UI device, relevant data was
systematically extracted to evaluate its functionality, targeted
audience, ethical considerations, and legal compliance. Main
attributes include device type, sensor technology, wireless
communication protocols, data storage methods (cloud or lo-
cal), and intended users (patients or healthcare providers). Ad-
ditionally, information related to privacy policies, encryption
mechanisms, regulatory certifications (e.g., GDPR, HIPAA,
ISO 13485, ISO 27001, CE marking, FDA approval), and
manufacturer transparency was collected. Data sources in-
cluded peer-reviewed studies, official product documentation,
regulatory agency reports, and manufacturer websites.

III. RESULTS

In our study, we identified eight wearable devices that are
currently available for Ul detection and prevention. These
devices and their characteristics are presented in Table I.
Each device is categorized based on its Ul application type
(detection or prevention), targeted population, underlying sen-
sor or technology, core functionalities or features, and its
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Fig. 1: Key terms for ethical, legal, and technical considerations in the design
of UI Devices. Note that the definitions are from diverse sources [12], [14]-
[17].



TABLE I: Overview of Selected and Analyzed Smart Wearable Devices for UI Detection and Prevention

Detection
Device Name Population Sensor/Technology Functionality Advantages Disadvantages | Medical | Compliance
STOPEE [18] 4-18 yrs Sensor pad Detects mois- | Learning Expensive, Y CE, FDA (no
ture via elec- | software, requires info on data
trical change; | volume additional security)
triggers alarm | control, monitoring
on first drops detects small
amounts
Opro9 [19] Adults, Babies Temperature, Diaper mois- | Reusable, fits | Detects only | N/A ISO certified
Humidity ture alerts via | all diapers, | after urine (standard
Bluetooth alerts via | enters diaper unspecified)
phone
Monit Smart Baby 0-3 yrs Temperature, Detects Works  with | Requires N/A CE marked
[20] Humidity, Pressure, wetness  via | all diapers, | charging,
Accelerometer, Gas humidity and | Bluetooth- mainly for
sensor temperature enabled medical use
changes;
Bluetooth
alerts
Monit Elderly Care Elderly Temperature, Detects Compatible Charges N/A CE marked
[20] Humidity, Pressure, wetness  via | with all | through a
Accelerometer, Gas humidity and | diaper types; | dedicated
sensor temperature connects via | station (sold
changes; Bluetooth separately);
Bluetooth through a | Primarily
alerts mobile app; | intended
supports for  medical
multiple personnel
functions like
fall detection
and  posture
analysis
Smardii [21] Adults, Children Disposable sensor Real-time Fall detection, | Designed Y GDPR
strips wetness alerts | geolocation for  medical
via app personnel
Lumi by Pampers Babies Temperature, Detects Small, energy- | Works only | N/A N/A
[22] Accelerometer wetness using | efficient with Lumi
Lumi diapers diapers
via Bluetooth
Prevention
Device Name Population Sensor/Technology Functionality Advantages Disadvantages | Medical | Compliance
DFree [23] UI patients Ultrasonic sensors Detects Non-invasive, Expensive, N N/A
Seniors bladder real-time privacy
fullness; monitoring, concerns,
sends  alerts | long battery | potential
via app life inaccuracies
SENS-U [24] 6-16 yrs Ultrasonic sensors Monitors Real-time, Discomfort Y CE, FDA, ISO
bladder non-invasive from wear, 13485
filling; alerts false alarms,
via phone expensive

Note: N/A means 'Not Available’, Y means "Yes’, N "No’, GDPR: General Data Protection Regulation, UI: Urinary Incontinence, CE for European Conformity, FDA stands for the U.S. Food and Drug

Administration, ISO International Organization for Standardization.

respective advantages and disadvantages. In addition, we in-
dicate whether each device is classified as a medical device
or not (Fig. 1). Finally, the device compliance with relevant
regulatory standards is also reported.

A. Features and Conceptual Clarification for UI Devices

Fig. 1 presents critical definitions of some terms to ensure
clarity and understanding of the concepts involved in ethical
and legal considerations of UI devices. Updates on these
terms are essential, as they enable readers, with varied prior
knowledge, to fully understand the technical, ethical, and legal
elements involved. By providing clear definitions, we eliminate

potential ambiguities and ensure that the context of devices is
understood consistently, which is particularly important when
addressing complex concepts, such as regulatory compliance,
data privacy and device functionality and features related to
urinary incontinence.

B. Compliance with Regulatory and Cybersecurity Standards

STOPEE and SENS-U meet CE and FDA requirements
[18], [25], with SENS-U manufacturer is also certified under
ISO 13485 for medical device management system. However,
neither provides specific details on data security protocols
they implement. Smardii claims compliance with GDPR [21],



but its available documentation lacks transparency in several
important areas. Indeed, there is no clear explanation of what
personal data is collected, the legal basis for processing it, or
how long the data is retained. Additionally, there is no mention
of whether data is shared with third parties or transferred
internationally nor how users can exercise their data rights.
Notably, Smardii does not provide evidence of certification,
independent audits, or adherence to recognized data protection
standards raising concerns about how seriously it takes its
commitment to personal data safety and compliance. Opro9
manufacturer is ISO-certified [26], though the specific standard
remains unclear, and no information is provided on GDPR
or HIPAA compliance. Monit holds a CE marking but does
not disclose any data privacy measures [20], [27]. DFree is
not a certified medical device, and its unreliable Bluetooth
connection raises potential security concerns [28].

C. Communication Security and Vulnerability Risks

Most analyzed devices rely on Bluetooth (Table I), which
is known as a vulnerable and unstable protocol, for data
transmission, introducing risks of interception or hacking
[29]. DFree, in particular, has been reported for its unstable
connectivity, which could compromise real-time notifications
[30]. Furthermore, no details are provided regarding encryp-
tion protocols or authentication mechanisms, raising concerns
about data protection during transmission. The absence of
information on security audits or penetration testing further
highlights potential cybersecurity weaknesses in these devices.

D. Transparency on Handling of Sensitive Data

Most manufacturers provide little to no information on data
storage, processing, and deletion policies (Table I). None of
the analyzed devices mention security audits or compliance
with ISO 27001/27701, which are essential for secure data
management. While Smardii claims GDPR compliance, it does
not specify how user data is protected or how users can
control their personal information [21]. Additionally, the lack
of clear encryption standards increases the risk of unauthorized
access to sensitive health data. Lack of information about
compliance with regulations or industry standards for data
security increases the likelihood of cybersecurity risks. These
risks include data privacy, breaches and unauthorized access to
personal data, interception of data transmissions that generate
false results, and more.

IV. DISCUSSION

Wearable devices for the UI treatment offer innovative
solutions to improve patient well-being through continuous
monitoring and personalized notifications. However, their de-
velopment and use raise significant concerns regarding legal,
ethical and data security and privacy aspects, which vary
considerably from device to device.

A. Implications of Cybersecurity in Ul Devices

UI devices are connected devices using Bluetooth or other
protocols for data transmission. Most of those devices’ pro-
vided results are shown in a mobile or web application. The

transmission of data is the most vulnerable phase in this
process, as the protocol in use can easily be hacked and data
intercepted if no strong security measures (e.g., encryption)
are implemented [29]. Besides, those devices also store data
locally for interpretations and significant analysis, such as
bladder activity, urine frequency, etc [8]. Data storage is also a
vulnerable step in the process if the storage method (cloud or
in-premise) is not well designed and secured. Regulations and
industry cybersecurity standards help manufacturers imple-
ment adequate measures to prevent data security and privacy
risks, not only across the entire infrastructure, but also at the
device level.

From a legal point of view, many of these devices (Table I)
lack full regulatory compliance. While some, such as STOPEE
and SENS-U, benefit from CE marking and FDA approval
[18], [25], others, such as Opro9 and MONIT, do not offer
sufficient transparency on their compliance with key regula-
tions, such as GDPR or HIPAA [26], [27]. The lack of clear
information on data protection measures highlights a gap in
legal compliance, particularly when handling sensitive health
data. Ethically, the collection and processing of health data
by these devices requires robust and transparent frameworks
to protect user privacy [10]. Devices like Smardii claim to
be GDPR-compliant, but the lack of detailed documenta-
tion leaves questions about their implementation. The ethical
responsibility of manufacturers to ensure informed consent,
transparency and the right to access and delete data is only
partially addressed in the devices reviewed.

Data security remains another crucial challenge. As stated
earlier, many devices use Bluetooth for communication, a
vulnerable technology [31], as evidenced by DFree’s reported
problems. Furthermore, no device demonstrates compliance
with industry standards, such as ISO 27001 or ISO 27701,
which are essential for implementing effective security mea-
sures [32]. For example, although SENS-U is ISO 13485
certified for medical devices, it lacks certifications dealing
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(GDPR)

A set of risk controls to
Requirements for quality || protect infrastructure from
management when operating|f information security threats information, defined as
as a medical manufacturer. like data breaches, any recorced or genetic
violations, ransomware, data.
and malware.

Security rules to protect

3 Rules for data
electronic personal health

collection,
processing, use
and transfer.

Fig. 2: Fundamental compliance standards and regulations relevant to UI
device development. Note that GDPR means General Data Protection Reg-
ulation, UI Urinary Incontinence, HIPAA Health Insurance Portability and
Accountability Act, ISO International Organization for Standardization.



specifically with data confidentiality and security.

B. Limitations of the Study

This study is limited by lack of transparency on compliance.
Most of the devices do not provide any information about
this issue. A comprehensive comparison of all UI healthcare
devices is still needed to better support consumer decision-
making and advance research on security and privacy com-
pliance. While these devices are promising for improving
healthcare, their large adoption depends on addressing the
legal, ethical, and safety issues that have been identified. Man-
ufacturers should prioritize compliance with global regula-
tions, adopt recognized data protection standards, and enhance
transparency to build user trust and ensure safe integration of
these technologies into healthcare systems.

C. Future Directions and Recommendations

A device designed to address UI, whether considered a
medical device or not, shall follow a set of practices, stan-
dards or regulations to maximize its performance in terms
of information security and users’ privacy. This compliance
allows users to responsibly handle their personal data, such as
intentional or unintentional personal data storage, processing,
and sharing. Fig. 2 presents fundamental compliance standards
and regulations, which we believe every device should be com-
pliant with a least one of them. In addition, all manufacturers
must be transparent on how these standards are implemented
and how data can be handled, by providing clear and easy
to read data handling protocols. To ensure accountability, they
should adopt recognized standards such as ISO/IEC 27001 for
security, GDPR for data protection in Europe, and HIPAA for
health data in the U.S. These frameworks help secure user data
and uphold privacy rights.

V. CONCLUSION

Wearable devices offer valuable solutions for managing uri-
nary incontinence. However concerns about data privacy and
security remain. A comprehensive comparison of devices is
still needed to support informed consumer choices and ensure
compliance with regulations like GDPR and HIPAA. Greater
transparency in security measures is essential to safeguard
patient data and build confidence.
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